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Tecnológico de Aeronáutica, 2025. Advisor: Maj. Av. Lucas Oliveira Barbacovi. Co-advisor:
Prof. Dr. Christopher Shneider Cerqueira.
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Abstract

This work aims to develop a plugin for the Arena Concept.IO simulation platform, de-

signed to integrate monitoring, metrics analysis, and machine learning within a Systems

Engineering environment. The system was developed to collect and process data trans-

mitted during simulations, recording them in structured files through a logging module,

which allows for the assessment of mission performance and the identification of oper-

ational patterns based on predefined metrics. The collected information served as the

basis for training a supervised model using the k-Nearest Neighbors algorithm, capable

of classifying missions into success, partial failure or total failure categories. The results

indicate that the model can recognize recurring behaviors and infer mission effectiveness,

validating the use of machine learning as a support tool for the automated analysis of

simulations. The plugin also incorporates an interactive dashboard that enables the visu-

alization of simulated entities and their evolution over time. In light of these findings, the

feasibility of integrating simulation and machine learning is confirmed, highlighting the

potential of the proposed approach to support requirements verification and validation as

well as the performance analysis of complex systems. The plugin can also be employed

for failure studies and the optimization of operational strategies, serving as a foundation

for future expansions in more complex and multidomain scenarios.



Resumo

Este trabalho tem como objetivo desenvolver um plugin para a plataforma de simulação

Arena Concept.IO, voltado à integração de monitoramento, análise de métricas e apren-

dizado de máquina em um ambiente de Engenharia de Sistemas. O sistema foi projetado

para coletar e processar dados transmitidos durante as simulações, registrando-os em

arquivos estruturados por meio de um módulo de registrador, o que permite avaliar o

desempenho das missões e identificar padrões operacionais com base em métricas pre-

viamente definidas. As informações coletadas serviram de base para o treinamento de

um modelo supervisionado baseado no algoritmo dos k-vizinhos mais próximos, capaz de

classificar as missões em categorias de sucesso, falha parcial ou falha total. Os resultados

indicam que o modelo consegue reconhecer comportamentos recorrentes e inferir a eficá-

cia das missões, validando o uso de aprendizado de máquina como ferramenta de apoio

à análise automatizada de simulações. O plugin também incorpora um dashboard que

possibilita a visualização do comportamento das entidades simuladas e de sua evolução ao

longo do tempo. Diante disso, confirma-se a viabilidade da integração entre simulação e

aprendizado de máquina, destacando o potencial da abordagem para apoiar a verificação

e validação de requisitos e a análise de desempenho de sistemas complexos. O plugin pode

ser empregado também para o estudo de falhas e otimização de estratégias operacionais,

servindo como base para futuras expansões em cenários mais complexos e multidomı́nio.
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1 Introduction

1.1 Motivation

The increasing complexity in engineering systems, due to growing demands for perfor-

mance, safety, and integration across different areas, makes it increasingly important to

have tools that help understand how these systems function as a whole, including their op-

erations and naturally emerging behaviors. Systems Engineering, according to (INCOSE,

2015), is an interdisciplinary approach that integrates various disciplines to ensure that

systems are successful, meet their objectives, are resilient, and have minimized risks.

In this context, computational simulation is a highly useful tool for testing ideas,

predicting how a system might behave in different situations, and verifying whether re-

quirements are being met throughout the entire project lifecycle. However, as per (Madni;

Sievers, 2017), the true value of a simulation lies in the use of metrics of effectiveness,

which help measure its accuracy, its ability to predict results, and its utility in decision-

making. Having these well-defined metrics is essential for evaluating system performance,

identifying possible risks, and making design improvements, as pointed out by (Henzinger,

2013) and (Componation; Dorneich; Hansen, 2015).

How can a plugin assist stakeholders in metric analysis, requirements evaluation, and

decision support in simulations? Arena Concept.IO offers an advanced simulation environ-

ment, with an event-driven architecture and MQTT bus-based communication. However,

it still lacks a specific tool for extracting, analyzing, and visualizing metrics, which lim-

its the ability of engineers and stakeholders to monitor mission progress and validate

emergent properties of the simulated systems.

In this scenario, the development of a plugin that integrates data analysis, visualiza-

tion, and automatic system requirements evaluation emerges as a strategic opportunity to

support decisions grounded in Systems Engineering principles. The inclusion of a machine

learning model to classify simulations based on extracted metrics represents an additional

resource for verifying the fulfillment of defined operational objectives and identifying de-

viations from expected requirements in complex simulated environments.
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1.2 Objectives

The objective of this work is to develop a plugin for the Arena Concept.IO platform

that offers stakeholders integrated resources for the real-time monitoring of data trans-

mitted via the MQTT bus, the extraction and logging of the position and behavior of

simulated entities over time, the automatic evaluation of pre-defined emergent properties,

and the presentation of performance metrics extracted throughout the simulation via a

dashboard. The metrics developed from this data will be used to build a machine learning

model aimed at predicting the success of the simulations, capable of classifying them as

successful, partially failed, or failed. This aims to provide objective evidence to support

decision-making during the design or analysis process.

1.3 Expected Benefits

The implementation of the proposed plugin yields a series of benefits that encompass

technical, operational, and strategic aspects, thus promoting an integrated approach to

supporting complex systems. Firstly, the structured extraction of metrics from simula-

tions allows for more informed decisions, based on concrete data, which facilitates both

requirements validation and monitoring of systemic goal achievement (Madni; Sievers,

2018). Furthermore, the ability to monitor critical variables from the logged data sig-

nificantly contributes to the identification of failures and anomalous behaviors, favoring

the mitigation of operational and design risks (Brown; Conrad; Beyeler; Glass, 2013;

INCOSE, 2015).

Regarding efficiency, the plugin makes it possible to identify bottlenecks and ineffi-

ciency points, allowing for adjustments in parameters and strategies that result in per-

formance improvements (Cho; Hurley; Xu, 2016). The automation of emergent property

verification, through defined metrics and machine learning models, also represents a rel-

evant advancement by reducing the effort required for manual evaluation in the analysis

of requirements compliance.

The consolidation of data into interactive dashboards and reports represents another

important benefit, as it strengthens confidence in the decisions made and facilitates the

understanding of occurrences during the simulation. The accessibility of information,

in turn, favors collaboration among the various stakeholder profiles involved, such as

engineers, analysts, and managers, promoting more effective communication.

Finally, the use of metrics in different phases of the system lifecycle, such as validation,

operation, and support, reinforces the fundamental principles of Systems Engineering.

This data reuse not only adds value to post-simulation analysis but also contributes to
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the continuity and consistency of systemic development throughout the entire process (Fet;

Haskins, 2023).

1.4 Challenges

The development of this work involves a series of technical and conceptual challenges.

Integration with the Concept.IO API requires knowledge of the platform’s architecture,

including, in some cases, the need for reverse engineering to correctly access and interpret

the data transmitted via the MQTT bus. Furthermore, the complexity and volume of the

transmitted messages represent another obstacle, as high traffic can compromise analysis

performance, requiring the use of more complex processing and filtering strategies. An-

other relevant challenge lies in defining and validating the metrics used: it is important

that these are representative of the system’s objectives and reliably measurable (Cho;

Hurley; Xu, 2016), in order to ensure the credibility of the results.

With respect to the application of machine learning models, it is necessary to deal with

issues such as data quality and labeling, the appropriate selection of attributes, and the

risk of overfitting in small or noisy datasets. These aspects directly impact the model’s

ability to generalize patterns and provide useful classifications to support decisions.

Finally, the transformation of this data into comprehensible visual representations,

through interactive and informative dashboards, requires attention to the design and

usability of the interface, especially considering the different profiles of the users involved.

1.5 Structure of the Paper

This work is organized into six chapters. Chapter 1 presents the motivation, objec-

tives, benefits, and expected challenges in the construction of the plugin. Chapter 2

addresses the theoretical foundations necessary for understanding the project, including

concepts of Systems Engineering, agent-based simulation, metrics of effectiveness, and su-

pervised machine learning. Chapter 3 describes the methodology adopted, including the

operational environment, the simulation scenario based on the SIRESANT project, the

modeling of drone missions, as well as the processes of simulation instrumentation, data

collection, metric definition, and application of the predictive model. Chapter 4 presents

the results obtained, including a quantitative analysis of the metrics, the performance of

the classifier, and the visualization on the dashboard. Finally, Chapter 5 brings together

the conclusions of the work, reviews its limitations and proposes directions for future

studies.



2 Literature Review

2.1 Systems Engineering and Concept of Operations

Systems Engineering is an integrative approach focused on the conception, develop-

ment, operation, and sustainment of complex systems. It promotes the integration of

knowledge from various disciplines to generate a holistic view of the system and focuses

primarily on the interactions between the parts, bringing new perspectives on system

complexity, in addition to studying the emergent behavior that arises from these inter-

relationships. According to (INCOSE, 2015), the goal is to ensure that the developed

systems are fit for the purpose for which they were conceived, minimizing side effects and

unintended consequences during their operation in the real world.

In the context of Systems Engineering, there is continuous involvement of interested

parties, referred to as stakeholders, throughout the entire system lifecycle. These parties

may include end-users, operators, developers, regulatory bodies, among others, and their

contributions are fundamental for guiding development from the initial identification of

needs to the final system verification. According to (INCOSE, 2015), their needs, expecta-

tions, and constraints must be properly understood, analyzed from different perspectives

(technical, operational, and regulatory), reconciled through viable compromises between

conflicting interests, and then translated into clear, traceable, verifiable, and prioritized

requirements, serving as the basis for the development and evaluation of the proposed

solutions.

Figure 2.1 illustrates a typical sequence of steps in this process, starting with the

identification of stakeholders and the elicitation of their needs, followed by requirements

definition, performance specification, analysis and optimization, design and refinement,

and verification and reporting. Interaction with stakeholders occurs iteratively and con-

tinuously throughout all these phases, ensuring alignment between expectations and de-

veloped solutions. This structure is merely a representative example, as the number and

nature of the steps may vary depending on the type of system, the application domain,

and the specific needs of the project.

Within the initial activities of systems development, the Concept of Operations, also
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FIGURE 2.1 – Typical lifecycle flow diagram in Systems Engineering. (Fet; Haskins, 2023)

known as CONOPS, constitutes an important element for communication and alignment

among the stakeholders. It is a structured document that describes, in accessible language

and from the user’s perspective, how the system will be utilized in its predicted operational

environment. A CONOPS goes beyond a functional description, as it provides a strategic

vision that articulates operational objectives, typical and exceptional use scenarios, user

profiles, expected functionalities, operational processes, interactions with other systems,

and environmental factors that may impact performance (Engineering, 9 fev. 2025).

Furthermore, the CONOPS clearly defines the system’s capabilities, both functional

and non-functional, the methods of support and maintenance throughout its lifecycle,

as well as the performance indicators that will be used to measure its effectiveness and

efficiency. Therefore, it acts as a critical reference during all project phases, from initial

conception to the system’s operation and evolution. Its elaboration contributes to the

precise formulation of requirements, underpins acceptance criteria and testing, and guides

design decisions based on a unified understanding among all parties. This shared vision

helps prevent ambiguities, reduces the risk of undesirable scope changes, and ensures that

the final system effectively meets real operational needs.

Figure 2.2 represents the operational flow for the development and validation of sys-

tems for aircraft integration into urban environments, supported by the Arena Concept.IO

simulation platform. The scheme illustrates how different stages, from initial conception

to testing in simulated scenarios, are connected through digital models, communication via

the MQTT bus, and dashboards for performance analysis, within the scope of a project.

Its objective is, therefore, to ensure that the proposed scenarios can be tested, monitored,

and evaluated in real time, focusing on stakeholder decision-making.
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FIGURE 2.2 – CONOPS for aircraft integration into urban airspace, SIMUA-VD Project. (Cerqueira,
2025b)

2.2 Simulation Concepts

Simulations constitute an important tool in the development and evaluation of complex

systems, allowing for the execution of virtual experiments in controlled and repeatable

environments. In the context of Systems Engineering, simulation is used to anticipate

behaviors, validate requirements, explore design alternatives, and support decision-making

throughout the entire system lifecycle. According to (Vangheluwe, 2001), to simulate is to

conduct virtual experiments with models that are representative of real systems, within

an experimental framework that defines the objectives, variables of interest, and boundary

conditions of the simulation.

Arena Concept.IO, the focus of this paper, precisely represents this approach: it is

a distributed simulation environment that allows for the modeling and observation of

complex real-world system operations, offering an interface for stakeholders to configure

and monitor varied mission scenarios. These stakeholders can use simulation as a strategic

resource to anticipate system behavior under different conditions, assess risks, and validate

whether operational objectives are achievable.

The simulation process, as described by (Gianni; D’Ambrogio; Tolk, 2014), begins

with the construction of a conceptual model of the system, which is then transformed into

a computational model capable of being executed. This cycle includes verification activi-

ties (ensuring that the model has been correctly implemented) and validation (confirming

that the model adequately represents the reality intended to be simulated). In environ-



CHAPTER 2. LITERATURE REVIEW 20

ments like Arena Concept.IO, this structure allows scenarios to be created from varied

operational configurations, simulating both normal operations and exceptional situations.

Agent-Based Simulation (ABS) holds significant relevance in this context, as it allows

for the representation of autonomous entities with their own behaviors and objectives,

interacting in a complex and emergent way. As demonstrated by (Villas et al., 2024), this

type of simulation is effective for representing System-of-Systems (SoS) type systems, in

which multiple independent systems interact to achieve collective objectives, such as in

emergency response operations or coordinated missions. The use of structured approaches

for operational modeling allows different views of the system to be organized and facilitates

the exploration of alternative CONOPS by stakeholders, enabling real-time observation

of the impact of their decisions.

FIGURE 2.3 – Flow diagram of lifecycle in Model-Based Systems Engineering. (Villas et al., 2024)

FIGURE 2.4 – Verification and validation cycle among real system, conceptual model and simulation
model. (Vangheluwe, 2001)

In this scenario, simulation not only reproduces the system’s behavior but also acts as

an essential instrument for validating the operational strategies described in the CONOPS.
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Arena provides a platform to collaboratively develop, test, and communicate these strate-

gies, integrating multiple stakeholders. The data generated during the simulation, when

analyzed with appropriate tools, can provide insights into performance, safety, and op-

erational effectiveness. This data can be used to verify whether objectives are being

met as expected (through the use of metrics) or whether adjustments are needed in the

CONOPS, the system configuration, or the strategies adopted. This enables iterative

cycles of validation, refinement, and informed decision-making, increasing the alignment

between planning and the simulated operational reality, as seen in Figure 2.4.

2.3 Metrics of Effectiveness

In the context of Systems Engineering, metrics of effectiveness are important for eval-

uating a system in relation to its operational objectives. Effectiveness is related to the

system’s ability to fulfill its mission; that is, to achieve the expected results under de-

termined conditions of use, differing from efficiency, which focuses on the relationship

between resources utilized and results obtained (Press, 2025). Effectiveness is concerned

with whether the system successfully solves the problem for which it was designed. This

distinction is relevant in complex systems (INCOSE, 2015), where it is possible for a solu-

tion to be efficient in terms of resources but ineffective from the perspective of the mission

or some stakeholders, such as the end-users.

To ensure that a system is effective, it is necessary to define objective criteria that

allow its performance to be measured throughout the lifecycle. In this sense, metrics of

effectiveness act as essential instruments in the Verification & Validation (V&V) processes.

Verification is responsible for ensuring that the system has been built correctly with

respect to the specified requirements, while validation confirms that the system meets

the stakeholders’ needs in the intended operational environment. Based on the principles

presented by (Fet; Haskins, 2023), such metrics allow for the evaluation of functional and

non-functional requirements fulfillment, validation of design hypotheses, and identification

of behavioral deviations in simulations.

In complex systems, simulations offer critical support for decision-making by allowing

the anticipation of system behavior under different operational conditions. They make it

possible to test strategies, validate requirements, and explore extreme scenarios without

the risks or costs of real experimentation. To reliably fulfill this function, it is essential

that system performance be monitored continuously during simulated execution. This

requires defining appropriate metrics, aligned with objectives and integrated into the

virtual environment through tools, which depend on the context in which the simulation

is inserted. The correct interpretation of these results relies on a well-defined analytical
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structure that directly relates the stimuli applied, the data collected, and the evaluation

criteria, ensuring that the simulation provides relevant and applicable information to the

project’s decision-making context.

The metrics used in simulations vary according to the system objectives and the level of

fidelity required for the analysis. Among the most common are operational performance

metrics (Fet; Haskins, 2023), which aim to capture the efficiency with which system

functions are executed. Typical examples include event response time, area coverage in

distributed operations, and processing capacity, which measures the amount of tasks or

messages processed per unit of time. These metrics are particularly useful for evaluating

aspects such as scalability, latency, and the fluidity of the simulated operation.

Another important group are mission metrics (INCOSE, 2015), aimed at evaluating

whether the system’s final objectives have been achieved. They include the percentage

of task completion success, the number of failures that occurred during execution, and

the degree of adherence to the operational plan. These metrics are important in results-

oriented scenarios, such as search and rescue missions, cargo delivery, or defense, where

the focus is on mission completion with safety and reliability.

Resilience and adaptability metrics complement the analysis by assessing how the

system responds to failures, environmental changes, or component degradation. The time

required to resume normal operations after an interruption and the ability to adapt to

new operating conditions are examples. These metrics are important for systems operating

in dynamic or uncertain environments, such as urban operations involving autonomous

vehicles and remotely piloted aircraft.

Performance indicators, also known as Key Performance Indicator (KPI)s (Fet; Hask-

ins, 2023), are defined based on system requirements and serve as benchmarks for contin-

uous evaluation. They synthesize operational objectives into measurable values, allowing

for comparison between different configurations, architectures, or strategies tested in sim-

ulations. The proper choice of KPIs is necessary to ensure that the metrics directly reflect

the expectations of the stakeholders and serve as a reliable basis for design decisions.

Defining relevant metrics in simulations requires criteria that ensure their utility and

reliability. They must be clear and objective (INCOSE, 2015), avoiding ambiguity in

the interpretation of results. According to (Fet; Haskins, 2023), they also need to be

measurable during simulation execution, allowing for automatic collection and consistent

analysis. Furthermore, they must be directly relevant to the system’s objectives, reflect-

ing critical aspects of its performance. Finally, metrics need to have traceability to the

defined requirements and expected emergent properties, ensuring coherence between what

is measured and what is expected of the system in operation.
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2.4 Supervised Learning

Supervised machine learning is one of the main approaches in the field of artificial in-

telligence, characterized by the use of algorithms trained on labeled data. In this modality,

each input in the training set is associated with a known output, allowing the model to

learn to map relationships between variables with the goal of making future predictions

or classifications (IBM, 2025a).

During the training process, the model seeks to reduce the difference between predicted

and actual values through the optimization of error functions. This iterative adjustment

allows the system to generalize the acquired knowledge to previously unobserved data.

After training, the model’s performance is evaluated with separate data, ensuring its

capacity for generalization and avoiding overfitting.

Among the main tasks of supervised learning are classification, which involves catego-

rizing inputs into discrete classes, and regression, focused on predicting continuous values.

The choice between different algorithms such as decision trees, logistic regression, support

vector machines (SVM), or k-nearest neighbors (KNN) depends on factors such as the

nature of the data and the analytical objectives.

In the context of evaluating the classification model developed in this work, four main

metrics are commonly used (Kashyap, 2024). Precision indicates how many of the pre-

dicted positive cases are correct, while recall measures how many of the actual positive

cases were correctly identified. The F1-Score combines both measures into a single value,

useful when dealing with class imbalance. Lastly, support represents the number of sam-

ples belonging to each class in the dataset.

2.5 The K-Nearest Neighbors Algorithm

The k-Nearest Neighbors (KNN) algorithm is a supervised machine learning method

that is non-parametric and instance-based, used for both classification and regression tasks

(IBM, 2025b). Its operation is based on the assumption that examples close in the feature

space tend to belong to the same class or share similar values. In practical terms, the

algorithm assigns a label to a new instance based on the labels of the k closest examples

in the training set.

In the case of classification, KNN uses a “majority voting” strategy to determine the

most frequent class among the neighbors. For regression problems, the output value

is obtained by averaging the output values of the k nearest neighbors. An important

characteristic is that the algorithm does not perform an explicit training phase: all training

data is stored and used directly at the time of prediction, which characterizes it as a lazy



CHAPTER 2. LITERATURE REVIEW 24

learner method.

FIGURE 2.5 – Diagram illustrating the KNN algorithm’s operation. (IBM, 2025b)

The measure of similarity between samples is a central component in the algorithm’s

performance. The most common distance metrics include:

d(x, y) =

√√√√ n∑
i=1

(xi − yi)2 (2.1)

Another common option is the Manhattan distance (also known as the L1 distance),

calculated by:

d(x, y) =
n∑

i=1

|xi − yi| (2.2)

More generally, both can be seen as particular cases of the Minkowski distance, ex-

pressed by:

d(x, y) =

(
n∑

i=1

|xi − yi|p
) 1

p

(2.3)

The choice of the value of p defines the metric: when p = 1, the Manhattan distance

is obtained; for p = 2, the Euclidean distance.

The choice of both distance metric and the value of k (the number of neighbors)

can significantly influence the model’s performance, particularly when dealing with high-

dimensional data.

Among the algorithm’s main advantages are its simplicity of implementation, the

absence of assumptions about data distribution (due to being non-parametric), and its

adaptability to both classification and regression problems. On the other hand, its main

limitations include the necessity to store the entire training set in memory, the high com-

putational cost in large data volumes, and sensitivity to irrelevant attributes or variable
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scaling, thus recommending use of normalization and selection of characteristics.

The application of this algorithm in the context of simulations in agent-based systems,

such as those observed in the Arena Concept.IO platform, presents a possibility of uti-

lizing machine learning methods to capture emergent patterns in complex and dynamic

scenarios. Within the scope of Systems Engineering, this type of approach perfectly aligns

with systemic thinking and the need for global behavior analysis based on the interaction

between individual components.



3 Methodology

Arena Concept.IO is a platform focused on collaborative simulation of complex sys-

tems, with an emphasis on integrating multiple operational domains, including land, naval,

air, space, social and cyber contexts. This multi-domain approach enables different stake-

holders, with systems at various stages of maturity, to interact in a common scenario,

fostering the exploration of operational concepts, tactics, and procedures in a controlled

and adaptable environment.

Within this architecture, the VR-Forces simulator plays a central role in executing the

scenarios, being responsible for simulating the dynamic behavior of entities and generating

the events that occur in the virtual environment. It models, in real time, the actions

and interactions of the simulated entities and transmits the resulting data through the

MQTT communication bus. Arena Concept.IO, in turn, functions as the integration and

orchestration platform, connecting different simulation systems and analysis tools within a

collaborative multi-domain environment. This infrastructure provides the necessary basis

for collecting and processing the information generated during the simulations.

Based on the presented architecture, the objective of this project is to develop a plugin

that enables the analysis of data originated from the MQTT, promoting the structured

collection of relevant information for monitoring and evaluating the performance of the

simulated system. From this data, specific metrics will be developed to quantify emergent

properties and assess the fulfillment of the operational objectives defined for the scenario.

The metric calculations will be implemented using the Python programming language,

leveraging its robustness for data manipulation and analysis, as well as its simplicity for

script development.

The information extracted from the bus is currently stored in JavaScript Object No-

tation (JSON) files, serving as a preliminary structure for future modeling in a document-

oriented NoSQL database, such as MongoDB (MONGODB Inc., 2025). This approach

is well-suited to the dynamic and heterogeneous nature of the data generated during the

simulations, which may vary in structure depending on the scenarios, entities, and metrics

involved. The flexibility of this type of system allows for the storage of complete records

in independent documents, without the rigidity of fixed schemas, facilitating scalability
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and integration with analytical tools.

The ingestion and analysis pipeline will be implemented in Python, with results visu-

alized through an interactive dashboard developed using the Dash library. This interface

will enable stakeholders to intuitively explore the data generated during the simulation

through the upload of files containing the extracted records from the communication bus,

allowing for the post-simulation evaluation of system behavior and informed decision-

making.

In addition to data visualization, these records will also serve as the basis for the

development of a supervised machine learning model capable of classifying simulations

according to their degree of success (as successful, partially failed or failed). This clas-

sification will be based on metrics extracted during scenario execution, allowing for the

identification of recurring patterns in the behavior and performance of system entities,

specifically the drones. A supervised learning algorithm, KNN, will be used due to its

simplicity and efficiency in identifying similarities within labeled datasets. The goal is

to provide stakeholders with an additional decision-support tool capable of anticipating

trends and highlighting potential risks or inefficiencies in the tested operational strategies.

FIGURE 3.1 – Functional architecture of Arena Concept.IO, highlighting the simulation, visualization,
modeling and MQTT-based communication modules. (Cerqueira, 2025a)
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3.1 Tools

3.1.1 MQTT Bus

From a Systems Engineering perspective, Concept.IO presents itself as a solution for

orchestrating distributed simulations, in which each component of the simulated system

represents an autonomous functional element (independent node). Communication be-

tween these elements is carried out through a data bus based on the MQTT protocol

(Cerqueira, 2025a), which enables continuous information exchange among the various

subsystems, ensuring interoperability and consistency in the emergent behavior of the

system as a whole.

MQTT is a lightweight protocol widely used in distributed systems such as Internet

of Things (IoT), and is particularly well-suited for scenarios that require fast and reliable

responses even under network constraints (MQTT.org, 2025). Its publish-subscribe ar-

chitecture promotes decoupling between data producers and consumers, allowing simula-

tion elements to operate in a coordinated yet independent manner. This model facilitates

system scalability and supports modularity—key features for managing complexity and

requirements improvement.

Furthermore, the structure of MQTT enables continuous message exchange between

simulation elements, in accordance with arena’s distributed architecture. Since the broker

in use does not perform persistent storage, the platform currently prioritizes real-time exe-

cution. This limitation hinders post-simulation analysis and the reproducibility of results,

which motivated the implementation of a structured data logging mechanism within the

plugin, responsible for capturing, organizing and storing the messages exchanged during

the simulation.

3.1.2 VR-Forces

VR-Forces, part of the MAK ONE suite of applications, is a simulation platform

that covers a wide range of environments—from the ocean floor to outer space (MAK

Technologies, 2025). It was designed to represent entities, their relationships and

the effects of the environment in complex operations. One of its main features is the

ability to simulate multiple domains simultaneously, with a focus on real-time control and

monitoring, meeting the stakeholder needs previously mentioned. Its modular structure

separates the simulation engine from the user interface, which facilitates the development

of tools. This separation allows data to be collected via MQTT and processed analytically.

VR-Forces is capable of creating complex scenarios with multiple entities and automat-

ing events, which aligns perfectly with the plugin’s objective of identifying emergent prop-
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erties and key events during simulations. Moreover, it supports environmental variables

that change over time, such as local weather conditions, and is capable of working with

real-time data. This enables it to interpret environmental changes that may affect the

performance of the simulated system. One of the platform’s core functions is the synchro-

nization matrix, which helps divide the scenario into different time phases. This makes it

possible to plan coordinated actions based on specific events or conditions over time. In

this context, having a well-structured temporal logic is essential to identify patterns and

verify whether the established objectives are being achieved.

FIGURE 3.2 – Simulation using VR-Forces software. (MAK Technologies, 2025)

Finally, the architecture employs parallel processing to perform real-time calculations

in VR-Forces, serving as an important reference for those looking to implement strate-

gies for processing large volumes of messages transmitted via the MQTT bus. This is

particularly relevant given the high-performance requirements for capturing, interpreting,

and analyzing data in real time. The combination of these technical capabilities provides

a solid foundation for development, especially when it comes to integrating different do-

mains, dynamically evaluating scenarios and delivering qualified analytical support for

decision-making in simulated environments.

3.1.3 Scikit-learn

To implement the classifier responsible for predicting the status of missions, the Scikit-

learn library was used, which is widely adopted in Python-based machine learning projects.

This library provides a unified and efficient interface for various classification, regres-


